S. HrG. 106-1044

S. 809, ONLINE PRIVACY PROTECTION ACT OF
1999

HEARING

BEFORE THE

SUBCOMMITTEE ON COMMUNICATIONS

OF THE

COMMITTEE ON COMMERCE,
SCIENCE, AND TRANSPORTATION
UNITED STATES SENATE

ONE HUNDRED SIXTH CONGRESS
FIRST SESSION

JULY 27, 1999

Printed for the use of the Committee on Commerce, Science, and Transportation

&

U.S. GOVERNMENT PRINTING OFFICE
71-813 PDF WASHINGTON : 2002

For sale by the Superintendent of Documents, U.S. Government Printing Office
Internet: bookstore.gpo.gov Phone: toll free (866) 512—-1800; DC area (202) 512—-1800
Fax: (202) 512-2250 Mail: Stop SSOP, Washington, DC 20402-0001



SENATE COMMITTEE ON COMMERCE, SCIENCE, AND TRANSPORTATION

ONE HUNDRED SIXTH CONGRESS

FIRST SESSION

JOHN MCcCAIN, Arizona, Chairman

TED STEVENS, Alaska

CONRAD BURNS, Montana
SLADE GORTON, Washington
TRENT LOTT, Mississippi

KAY BAILEY HUTCHISON, Texas
OLYMPIA J. SNOWE, Maine
JOHN ASHCROFT, Missouri

BILL FRIST, Tennessee
SPENCER ABRAHAM, Michigan
SAM BROWNBACK, Kansas

ERNEST F. HOLLINGS, South Carolina
DANIEL K. INOUYE, Hawaii

JOHN D. ROCKEFELLER IV, West Virginia
JOHN F. KERRY, Massachusetts

JOHN B. BREAUX, Louisiana

RICHARD H. BRYAN, Nevada

BYRON L. DORGAN, North Dakota

RON WYDEN, Oregon

MAX CLELAND, Georgia

MARK BUSE, Policy Director
MARTHA P. ALLBRIGHT, General Counsel
IVAN A. SCHLAGER, Democratic Chief Counsel and Staff Director
KEevVIN D. KAYES, Democratic General Counsel

SUBCOMMITTEE ON COMMUNICATIONS

CONRAD BURNS, Montana, Chairman

TED STEVENS, Alaska

SLADE GORTON, Washington
TRENT LOTT, Mississippi

JOHN ASHCROFT, Missouri

KAY BAILEY HUTCHISON, Texas
SPENCER ABRAHAM, Michigan
BILL FRIST, Tennessee

SAM BROWNBACK, Kansas

ERNEST F. HOLLINGS, South Carolina
DANIEL K. INOUYE, Hawaii

JOHN F. KERRY, Massachusetts

JOHN B. BREAUX, Louisiana

JOHN D. ROCKEFELLER IV, West Virginia
BYRON L. DORGAN, North Dakota

RON WYDEN, Oregon

MAX CLELAND, Georgia

1)



CONTENTS

Hearing held July 27, 1999 .....ccooiiiiiiiiieiieectete ettt et
Statement of Senator Bryan .
Statement of Senator Burns ....
Statement of Senator Dorgan

Prepared statement ........
Statement of Senator Kerry ........
Statement of Senator Rockefeller
Statement of Senator Stevens ....

Statement of Senator Wyden
WITNESSES
Anthony, Sheila F., commissioner, Federal Trade Commission .............c.ccun......
Prepared statement ..........ccoceeviiiiiieiiieniieeieee e

Lesser, Jill, vice president, Domestic Public Policy, America Online
Prepared statement ...........cccceeeivieeiiiiiiiiieeeee e
Mulligan, Deirdre, staff counsel, Center for Democracy and Technology
Prepared statement ...........ccccoeeeiviiiiiiiiiiiiiiiineceeee e
Pitofsky, Robert, chairman, Federal Trade Commission
Prepared statement ..........ccocceeeiieiiieniiieniieeee e
Rotenberg, Mare, director, Electronic Privacy Information Center ....
Swindle, Orson, commissioner, Federal Trade Commission ...............
Prepared statement ..........cccccceeviiiiiiiniieniieee e .
Thompson, Mozelle W., commissioner, Federal Trade Commission ....................
Varney, Christine, senior partner, Hogan & Hartson, on behalf of the Online
Privacy AIANCE .....c.ceouieiiiiiiieiiieite ettt ettt ettt site et esabeebeeseaeenbeessseenseas
Prepared statement ...........ccoooeiiiieiiiiiniicee e

APPENDIX

Center for Democracy and Technology prepared statement ...........cccccceeeevveennnes

(I1D)

87






S. 809, PRIVACY PROTECTION ACT OF 1999

TUESDAY, JULY 27, 1999

U.S. SENATE,
SUBCOMMITTEE ON COMMUNICATIONS,
COMMITTEE ON COMMERCE, SCIENCE, AND TRANSPORTATION,
Washington, DC.

The subcommittee met, pursuant to notice, at 9:30 a.m. in room
SR-253, Russell Senate Office Building, Hon. Conrad Burns, chair-
man of the subcommittee, presiding.

Staff members assigned to this hearing: Robert Taylor, Repub-
lican counsel;, Moses Boyd, Democratic senior counsel; and Al
Mottur, Democratic counsel.

OPENING STATEMENT OF HON. CONRAD BURNS,
U.S. SENATOR FROM MONTANA

Senator BURNS. We will call the committee to order this morning.
I will tell you, it has been a long day already. I started off at Be-
thesda Naval Hospital this morning, and we chaired and then com-
pleted a MILCON appropriations, now we have got this, and I will
have all my work done by noon, and then I am going to go to the
golf course. [Laughter.]

Today’s hearing concerns a topic of critical importance to today’s
increasingly digital world, the protection of online privacy. The re-
cent growth of the Internet has been nothing short of breathtaking.
The number of Internet users in the United States is now ap-
proaching 100 million. The number of online consumers is now over
30 million. Clearly, the Internet has become a staple of everybody’s
life.

The tremendous reach of the Internet does pose challenges as
well as opportunities. Just as the revolution in communications
technology has allowed individuals to gain access to nearly limit-
less information, unfortunately digital technologies can also be
used by bad actors to collect nearly limitless information on indi-
viduals with out their knowledge.

I would like to thank my good friend and colleague, Senator
Wyden, for his vision and hard work in working with me on the
Online Privacy Protection Act of 1999, which will ensure the safety
net for privacy for online consumers.

I have worked closely with Senator Wyden in a bipartisan man-
ner on numerous high tech issues, and we continue to do that. I
know he shares my hesitation to engage in any sort of regulation
of the Internet, but nonetheless we see a problem looming on the
horizon. I have stated on many occasions that nothing happens
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until a sale is made and the intent of this bill is to foster, not im-
pede, the tremendous growth in electronic commerce.

This bill was a product of many discussions with both industry
and privacy groups, and represents a balanced measured approach
to the issue. We are very fortunate to have the entire Federal
Trade Commission here today. I would especially like to thank the
chairman for altering his very demanding schedule to be here
today. I have worked very closely with the chairman on matters of
Internet privacy in the past, and last year the Children’s Online
Privacy Protection Act, which I supported, drew heavily from the
recommendations and the findings of the FTC’s June 1998 report
on Internet privacy.

The 1998 report found that 89 percent of children’s Web sites col-
lected personal information, while only 10 percent of the sites pro-
vided for some form of parental control over the collection and use
of that information.

Thanks to the recommendations of the FTC and the work of Sen-
ator McCain and Senator Bryan and other members of the Com-
merce Committee, the Children’s Online Privacy Protection Act,
which requires the FTC to come up with some rules that would
provide notice of Web sites personal information collection, passed
into law in the 105th Congress.

Now, given this background, I have to say that I am very puzzled
by the FTC’s recent report to Congress on Internet privacy. The re-
port acknowledged that fewer than 10 percent of the Web sites
meet basic privacy protections, but called for no Federal legislation
to address this critical situation.

The report pointed to the recent Georgetown study that shows
that nearly two-thirds of Web sites now post privacy policies as
proof of industry progress and a reason for legislation inaction. I
applaud the increase in posting privacy policies, but what about
the other kinds of Web sites that fail to inform the consumers?

Also, I have examined several of these policies. Many of them
seem to have the purpose of exempting Web sites from liability,
rather than informing consumers of their rights. The fact that
many of these policies require a law degree to decipher, not to men-
tion a magnifying glass, given that they are in microscopic type,
does not lead me to the conclusion that no Federal action is nec-
essary to protect online privacy.

I find the dissenting opinion of Commissioner Anthony in the re-
port very compelling. She rightly states that the legislation is nec-
essary to at least ensure a minimum of consumer privacy protec-
tion in the digital era. In her opinion, her expression concerns that
the absence of effective privacy protections will undermine con-
sumer confidence and hinder the advancement of electronic com-
merce and trade, and I could not agree more.

In fact, several recent studies reveal that the single greatest rea-
son consumers do not buy goods online is because of the concerns
of privacy. Unfortunately, these fears have been proven to be well-
based. As the communications revolution alters every aspect of our
personal and economic lives, now is no time for delay or inaction.

I continue to move forward with this critical bill to make sure
that consumers can feel confident in the safety of their personal in-
formation in the digital age. It is nice to work with Senator Wyden
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and my colleagues on the committee to ensure this bill moves to
markup and passage by the full Senate as quickly as possible.

I see my good friend from Massachusetts here this morning, and
thank you for coming, Senator, and we look forward to your state-
ment.

STATEMENT OF HON. JOHN F. KERRY, U.S. SENATOR
FROM MASSACHUSETTS

Senator KERRY. Thank you very much, Mr. Chairman. I will be
very brief. I can only stay for a portion of the hearing, but I wanted
to first of all thank you for having this hearing. This is a complex
and very important issue to all of us, and I will just be very, very
brief, as I said.

A lot of us have been taking time to meet with a lot of the com-
panies and begin to understand better what is happening in the
marketplace. I think we are beginning to get that sense. It strikes
me that obviously privacy is going to grow. I think most people I
have talked with in the industry are aware of that, it will grow as
an issue and be vital to the capacity of many companies to be able
to market and to grow. I think people understand that.

I have looked at the FTC’s report on privacy, and generally agree
with most of the majority view, though I think, as you just said,
Mr. Chairman, that Commissioner Anthony’s warnings and obser-
vations are not to be discounted.

Many Web sites are currently taking steps to notify users of their
privacy programs, and I think we are at significantly enough of a
nascent stage of development here that I am wary of regulation at
this point in time. I do not think it is the right time to regulate
the industry. I think, however, the FTC may have somewhat over-
stated to some degree the progress that is currently being made.

There is a marked improvement in the number of sites posting
privacy disclosure, but disclosure is different from the set of choices
sites have with respect to all the things they could do to protect
privacy.

The studies that you referenced, and that the report references,
show that only 10 percent of the sites are currently addressing the
four principles of notice, choice, access, and security. I think that
10 percent figure should concern all of us, but again, that is dif-
ferent from whether or not at this point in time we ought to step
in and actually regulate.

I think it probably concerns a lot of other people, too, and we
ought to simply hold out our own notice to all of the participants
that we are going to be watching very closely. We should set high
standards at this point in time as a goal for them to achieve.

But again, I think self-regulation is the more important way to
proceed at this point in time. I am not sure that we or the FTC
could write a law or regulation that will sufficiently allow for all
the changes in technology that are taking place, and again, I am
absolutely convinced that the companies understand that pro-
tecting consumer privacy is in their best interests, and with the
level of competition on the Web right now, I think we would be
well-advised to allow that to sort of percolate a little bit and per-
haps see where we are.
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So that said, Mr. Chairman, I think if self-regulation is not work-
ing, and the surveys continue to show only minimal compliance
with the core privacy principles, we certainly have ample oppor-
tunity to step in at that time, and I thank you again, Mr. Chair-
man, for setting us down this road.

Senator BURNS. Thank you, Senator Kerry.

Senator Bryan.

STATEMENT OF HON. RICHARD H. BRYAN, U.S. SENATOR
FROM NEVADA

Senator BRYAN. Thank you very much, Mr. Chairman. Let me
first preface my comments by commending you for holding this
hearing and the leadership that you and our colleague, Senator
Wyden, have provided on this issue.

I think Business Week magazine summed it up best in its July
26 article:

“George Orwell’s vision of Big Brother was Government run amok, but it is not
Government that threatens privacy today, it is Internet commerce.”

That is a Business Week publication.

Internet commerce is evolving to the point where you could be
browsing a Web page for mutual funds at one moment and seconds
later get a call from a telemarketer with a targeted mutual fund
sales pitch. As online commerce grows, the value of personal infor-
mation for direct marketing will skyrocket. As Business Week put
it, all over the Web a data gold rush is on. The incredible commu-
nications and computing power of the Internet is handing compa-
nies an unprecedented opportunity to collect and analyze informa-
tion.

As some of you will recall, I became involved in the Internet pri-
vacy issue in the last session of Congress, working with the chair-
man of the committee, Senator McCain, on the Child Online Pri-
vacy Protection Act. Working with the FTC, private sector groups
as well, we were astonished to learn that Web sites that focused
on children’s issues, and there were some 90 percent or more who
were collecting personal and private data, only about 1 percent of
those actually gave parents an opportunity to in effect have an in-
formed consent.

Working with the private sector and the FTC, we have now de-
veloped the Child Online Privacy Protection Act. The rulemaking
process is continuing, but the issue before us today is whether or
not we should expand those privacy protections to the adult Inter-
net population.

I have not rushed to judgment as the FTC reviews this issue,
but, Mr. Chairman, let me express my concern. I think the privacy
issue is very deep and very fundamental, and the American public
is just beginning to grasp how threatened their concept of privacy
is.
Although the industry needs to be commended for the strides it
has made in setting up mechanisms to protect consumers’ privacy,
I continue to be concerned about several practices. There appears
to be an agreement that the biggest impediment to commerce on
the Internet is the public concern about privacy, and so you have
on one hand an issue in which the public is concerned about the
loss of privacy, the business community, which is interested in ex-
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panding the potential for e-commerce, is impeded because of those
customers’ concerns that the transaction over the Internet will in-
Vad}(le their privacy to an extent that they do not feel comfortable
with.

Of the top 100 Web sites, 99 collect personal information, but
only 22 meet the fair information practice standards that have
been outlined. While we are focusing on privacy protection for in-
formation consumers voluntarily give to the Web sites, that is
when they have a transaction much like an individual who walks
into a retail establishment and produces his or her credit card or
pays in cash, there is a record of that transaction. I think all of us
understand that concept.

But a device known as cookies, cookies I think is something that
would shock people. That is, it is now possible through this amaz-
ing technology for a Web site to know when it has been visited, not
when a transaction has occurred, but when a Web site has been
visited, that information collected and made available for direct
marketers without the knowledge or the consent of the consumer.

That, Mr. Chairman, in my judgment raises significant concerns,
so it is my hope that the industry and the regulators will be able
to work out something that will protect this privacy. I must tell
you, I am not persuaded at this point that that is the case. I know
the FTC has urged caution and restraint at this moment.

Mr. Chairman, I commend you again for your leadership in mov-
ing this ball forward. I think there is a significant issue there, and
that we may, indeed, have to resort to a legislative solution if we
are not able to reach an agreement very soon in terms of how we
protect adult users of the Internet, and I thank you, Mr. Chairman.

Senator BURNS. Thank you, Senator Bryan.

Senator Stevens.

Senator STEVENS. No opening statement.

Senator BURNS. Well, we welcome the Federal Trade Commission
this morning, and the chairman, and we will hear first from the
chairman, Mr. Robert Pitofsky, and we welcome you this morning
and thank you for coming en masse, we might add. We like that
idea.

STATEMENT OF HON. ROBERT PITOFSKY, CHAIRMAN,
FEDERAL TRADE COMMISSION

Mr. Pirorsky. Thank you very much, Mr. Chairman, and mem-
bers of the committee. It is truly a pleasure to meet with this group
that is so knowledgeable about the problems that we are going to
address, the development of the Internet and privacy issues on the
Internet.

Let me try to focus the discussion in this way. Members of the
FTC are unanimous, and I believe the members of this committee
are probably unanimous, that it is absolutely intolerable for sellers
on the Internet to gather personally identifiable information and
sell it or otherwise transfer it without the buyer’s permission. We
are all there. The question is, what is the best way to ensure that
that kind of behavior does not occur?

My own view is that there are always going to be four different
elements to a regulatory program of this sort. One, case by case en-
forcement based on statutes already existing, like our own statute
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that outlaws deception; new legislation, consumer education, and
self-regulation. The question is, what is the right mix to get to the
goal line?

The FTC has taken a leadership role in this area. We have
brought a number of cases challenging violations of consumer pri-
vacy on the Internet. We sued Geo Cities, one of the biggest cases
that we have seen in this area, and we have brought other suits.
We have supported legislation. Indeed, we worked with this com-
mittee and particularly the chairman and Mr. Bryan on the Chil-
dren’s Online Privacy Act, which was put through the Congress in
the most efficient and prompt way that I think I have ever seen.

We last week unanimously testified in favor of legislation that
would protect the privacy of financial records, because financial
records are different and deserve a heightened level of privacy pro-
tections. I would say the same thing about medical records.

But the issue remains, what do we do about all the rest of the
invasions of privacy that adults may encounter when they do busi-
ness on the Internet, and to address that, let me talk a little bit
about history. The FTC got out in front of this issue with hearings
that were held 3 years ago examining questions of the extent of in-
vasions of privacy and what to do about it. We then did a study
at the request of Senator McCain, addressing questions such as
what are the levels of invasion of privacy, and what are the exist-
ing protections. In the summer of 1998 we put out a report.

We submitted a report to the Congress that said that, even
though practically everyone was collecting personally identifiable
information, only 14 percent posted any sort of notice, and only 2
percent touched all the bases—that is: notice, consent, access, and
security, and we said at that time as politely as we knew how that
this was a very disappointing performance by the private sector.

Industry then agreed with that assessment, and the most respon-
sible companies in this country working on the Internet said, give
us a chance to solve this problem through self-regulation, and they
have put in considerable time and effort and resources to accom-
plish that.

Georgetown University then ran a study about a year later, and
found that the 14 percent policy disclosures had become 66 percent.
I myself was astonished that in 1 year, disclosures increased from
14 percent to 66 percent. Indeed, a second study which looked only
at the most frequently used Internet sites had the disclosure po-
lices up around 80 or 81 percent.

Still, only 10 percent, another study said 20 percent, but I say
only 10 percent touched all the bases, and therefore while you have
notice and opportunities to opt out, you do not have the access
issue ;c‘aken care of, and you do not have the security issue taken
care of.

The question is, what do we do now? We are at a very important
crossroads point in time as to what is the best way to address these
questions. One is to let self-regulation proceed, and industry is fol-
lowing up to improve their performance. For example, I know they
sent a letter to the 34 percent of the sites on the Internet that did
not have privacy policies, asked them why, and urged them to
change their policies. If the private sector were to have anything
like the success this year that I had last year with self-regulation,
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you would be up around 90 or 95 percent of disclosure of policy and
remember, once they disclose their policies, if they do not abide by
their own policy, that is deceptive under our statute and we can
challenge their behavior under section 5 of the Federal Trade Com-
mission Act.

Of course, we could now move to a law, and I must say that if
we were to move to a law, the direction described in S. 809, not
every single word in the statute, of course, but the direction seems
about right to me. By the way, S. 809 pretty much reflects the di-
rection that the business community has itself agreed to. That is
to say, it calls for notice, consent, access, security, and safe harbors
for those responsible companies that behave in the appropriate
way.

A majority of the commission believes that we ought to let a little
time go by, and I really mean a little time. There has been such
progress, we challenged them so directly, and they came through
in improving self-regulation so substantially that we ought to let
a little time go by and see if they really get to the goal line.

If they do, then we have solved the problem without the neces-
sity of legislation in an area that is so dynamic that one can only
worry that the legislation will be outstripped by technological de-
velopments.

If they do not, if the progress does not proceed, then I would be
the first to be up here recommending that legislation is necessary
to accomplish what we agree is a necessary protection for con-
sumers. So in the end consumers must be protected. It is just an
issue of how you get there.

Now, a large part of the complexity of this depends on the fol-
lowing. Do you look at the 66 percent, say the glass is more than
half full, and we are going in the right direction, or do you look at
‘{)he d‘i?sappointing 10 or 20 percent that have not touched all the

ases?

I feel you should look at both. I do not think notice and opt-out
is a successful addressing of this problem, but I will point out that
Alan Weston, one of the most respected advocates for privacy policy
in this country, released the results of a new study just about a
week or 10 days ago. It showed that 85 percent of consumers prin-
cipally or exclusively care about notice and consent, the 66 percent,
and they really are not nearly as concerned, or not concerned at all,
about, touching all four bases of security and access.

So while I think consumers are entitled to more than notice, it
may be that many consumers really do not regard that as a priority
issue for themselves, and it makes sense, because if you opt out,
why do you have to worry about access? You are out of the system.
If you opt out, why do you have to worry about security? The infor-
mation gatherer cannot use your personal data, and if they do,
after you have opted out, that would be a violation of our statute.

Thank you very much, and let me turn the program over to my
colleagues.

[The prepared statement of Mr. Pitofsky follows:]

PREPARED STATEMENT OF ROBERT PITOFSKY, CHAIRMAN, FEDERAL
TRADE COMMISSION

Mr Chairman and members of the Subcommittee, I am Robert Pitofsky, Chairman
of the Federal Trade Commission (“FTC” or “Commission”). I appreciate this oppor-



8

tunity to present the Commission’s views on the progress of self-regulation in the
area of online privacy.!

I. INTRODUCTION AND BACKGROUND

The FTC’s mission is to promote the efficient functioning of the marketplace by
protecting consumers from unfair or deceptive acts or practices and to increase con-
sumer choice by promoting vigorous competition. As you know, the Commission’s re-
sponsibilities are far-reaching. The Commission’s primary legislative mandate is to
enforce the Federal Trade Commission Act (“FTCA”), which prohibits unfair meth-
ods of competition and unfair or deceptive acts or practices in or affecting com-
merce.2 With the exception of certain industries, the FTCA provides the Commission
with broad law enforcement authority over entities engaged in or whose business
affects commerce3 and with the authority to gather information about such enti-
ties.4 Commerce on the Internet falls within the scope of this statutory mandate.5

In June 1998 the Commission issued Privacy Online: 24 Report to Congress
(“1998 Report”), an examination of the information practices of commercial sites on
the World Wide Web and of industry’s efforts to implement self-regulatory programs
to protect consumers’ online privacy.® Based in part on its extensive survey of over
1400 commercial Web sites, the Commission concluded that effective self-regulation
had not yet taken hold.” The Commission recommended that Congress adopt legisla-
tion setting forth standards for the online collection of personal information from
children; and indeed, just four months after the 1998 Report was issued, Congress
enacted the Children’s Online Privacy Protection Act of 1998.8 As required by the
Act, on April 20, 1999, the Commission issued a proposed Children’s Online Privacy
Protection Rule, which will implement the Act’s fair information practices standards
for commercial Web sites directed to children under 13, or who knowingly collect
personal information from children under 13.° Commission staff is reviewing com-
ments on the proposed rule and will issue a final rule this fall.

When the 1998 report was released, there were indications that industry leaders
were committed to work toward self-regulatory solutions. As a result, in Congres-
sional testimony last July the Commission deferred judgment on the need for legis-
lation to protect the online privacy of consumers generally, and instead urged indus-
try to focus on the development of broad-based and effective self-regulatory pro-
grams.10 In the ensuing year, there have been important developments both in the
growth of the Internet as a commercial marketplace and in consumers’ and indus-
try’s responses to the privacy issues posed by the online collection of personal infor-
mation. As you know, on July 13, 1999, the Commission issued a new report on
these developments, Self-Regulation and Online Privacy: A Report to Congress
(June 1999) (“1999 Report”).11

The 1999 Report notes that, while industry leaders have demonstrated substantial
effort and commitment to privacy protections online, much remains to be done to
ensure the widespread adoption and implementation of fair information practices.
As a result, the Commission has developed an agenda for the coming months to as-
sess the progress of self-regulation in greater detail. For these reasons, the Report
concludes that legislation to address online privacy is not appropriate at this time.
Nonetheless, I want to briefly present the Commission’s views on S. 809, entitled
the “Online Privacy Protection Act of 1999,” which sets out one model to consider
if there were to be legislation in the future.

S. 809 would require commercial Web sites to implement a framework of privacy
protections that reflects the core fair information practices of notice, choice, access,
and security. The bill combines government enforcement with incentives for effective
self-regulation to protect consumers’ online privacy.1? It encourages industry partici-
pation in the process of developing information practice standards. The bill’s safe
harbor provision allows industry groups the flexibility to craft information practice
guidelines that are sensitive to sector-specific concerns and technological develop-
ments, and to submit those guidelines for government approval. Once guidelines are
approved, companies adhering to the guidelines are deemed in compliance with the
bill’s requirements as well. Because it reflects fair information practices and con-
tains significant incentives for self-regulation, S. 809 would be a useful template for
any online privacy legislation. We are pleased to work with the Committee as it con-
tinues to examine online privacy protections.

II. THE CURRENT STATE OF ONLINE PRIVACY REGULATION

The Commission’s 1999 Report assesses the progress made in self-regulation to
protect consumers’ online privacy since last June and sets out an agenda of Commis-
sion actions in the coming year to encourage industry’s full implementation of online
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privacy protections. I am pleased to present the 1999 Report’s findings to the Com-
mittee.

The Commission believes that self-regulation is the least intrusive and most effi-
cient means to ensure fair information practices online, given the rapidly evolving
nature of the Internet and computer technology. During the past year the Commis-
sion has been monitoring self-regulatory initiatives, and the Commission’s 1999 Re-
port finds that there has been notable progress. Two new industry-funded surveys
of commercial Web sites suggest that online businesses are providing significantly
more notice of their information practices than they were last year. Sixty-six percent
of the sites in the Georgetown Internet Privacy Policy Survey ("GIPPS”)13 post at
least one disclosure about their information practices.14 Forty-four percent of these
sites post privacy policy notices.1> Although differences in sampling methodology
prevent direct comparisons between the GIPPS findings and the Commission’s 1998
results,16 the GIPPS Report does demonstrate the real progress industry has made
in giving consumers notice of at least some information practices. Similarly, 93% of
the sites in the recent study commissioned by the Online Privacy Alliance (“OPA
Study”) provide at least one disclosure about their information practices.1” This, too,
represents continued progress since last year, when 71% of the sites in the Commis-
sion’s 1998 “Most Popular” sample posted an information practice disclosure.18

The new survey results show, however, that, despite the laudable efforts of indus-
try leaders, significant challenges remain. The vast majority of the sites in both the
GIPPS and OPA surveys collect personal information from consumers online.l® By
contrast, only 10% of the sites in the GIPPS sample,?0 and only 22% of the sites
in the OPA study,?! are implementing all four substantive fair information practice
principles of Notice/Awareness, Choice/Consent, Access/Participation, and Security/
Integrity.22 In light of these results, the Commission believes that further improve-
ment is required to effectively protect consumers’ online privacy.

In the Commission’s view, the emergence of online privacy seal programs is a par-
ticularly promising development in self-regulation. Here, too, industry faces a con-
siderable challenge. TRUSTe, launched nearly two years ago, currently has more
than 500 licensees representing a variety of industries.22 BBBOnlLine, a subsidiary
of the Council of Better Business Bureaus, which launched its privacy seal program
for online businesses last March, currently has 54 licensees and more than 300 ap-
plications for licenses.24 Several other online privacy seal programs are just getting
underway.2s Together, the online privacy seal programs currently encompass only
a handful of all Web sites. It is too early to judge how effective these programs will
ultimately be in serving as enforcement mechanisms to protect consumers’ online
privacy.

III. CONCLUSION

The self-regulatory initiatives discussed above, and described in greater detail in
the 1999 Report, reflect industry leaders’ substantial effort and commitment to fair
information practices. They should be commended for these efforts.

In addition, companies like IBM, Microsoft and Disney, which have recently an-
nounced, among other things, that they will forgo advertising on sites that do not
adhere to fair information practices should be recognized for their efforts, which we
hope will be emulated by their colleagues. Similarly, the Direct Marketing Associa-
tion (DMA) is now requiring its members to follow a set of consumer privacy protec-
tion practices, including providing notice and an opportunity to opt-out, when identi-
fying information is shared with other marketers, and to use the DMA’s two na-
tional services for removing consumers’ names from marketing lists.I11Enforcement
mechanisms that go beyond self-assessment are also gradually being implemented
by the seal programs. Only a small minority of commercial Web sites, however, have
joined these programs to date. Similarly, although the results of the GIPPS and
OPA studies show that many online companies now understand the business case
for protecting consumer privacy, they also show that the implementation of fair in-
formation practices is not widespread among commercial Web sites.

As stated previously, the Commission believes that legislation to address online
privacy is not appropriate at this time. Yet, we also believe that industry faces some
substantial challenges. Specifically, the present challenge is to educate those compa-
nies which still do not understand the importance of consumer privacy and to create
incentives for further progress toward effective, widespread implementation.

First, industry groups must continue to encourage widespread adoption of fair in-
formation practices. Second, industry should focus its attention on the substance of
web site information practices, ensuring that companies adhere to the core privacy
principles discussed earlier. It may also be appropriate, at some point in the future,
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for the FTC to examine the online privacy seal programs and report to Congress
on whether these programs provide effective privacy protections for consumers.

Finally, industry must work together with government and consumer groups to
educate consumers about privacy protection on the Internet. The ultimate goal of
such efforts, together with effective self-regulation, will be heightened consumer ac-
ceptance and confidence. Industry should also redouble its efforts to develop effec-
tive technology to provide consumers with tools they can use to safeguard their own
privacy online.

The Commission has developed an agenda to address online privacy issues
throughout the coming year as a way of encouraging and, ultimately, assessing fur-
ther progress in self-regulation to protect consumer online privacy:

¢ The Commission will hold a public workshop on “online profiling,” the practice
of aggregating information about consumers’ preferences and interests gathered pri-
marily by tracking their movements online. The workshop, jointly sponsored by the
U.S. Department of Commerce, will examine online advertising firms’ use of track-
ing technologies to create targeted, user profile-based advertising campaigns.

¢ The Commission will hold a public workshop on the privacy implications of elec-
tronic identifiers that enhance Web sites’ ability to track consumers’ online behav-
ior.

¢ In keeping with its history of fostering dialogue on online privacy issues among
all stakeholders, the Commission will convene task forces of industry representa-
tives and privacy and consumer advocates to develop strategies for furthering the
implementation of fair information practices in the online environment.

One task force will focus upon understanding the costs and benefits of imple-
menting fair information practices online, with particular emphasis on defin-
ing the parameters of the principles of consumer access to data and adequate
security.

A second task force will address how incentives can be created to encourage
the development of privacy-enhancing technologies, such as the World Wide
Web Consortium’s Platform for Privacy Preferences (P3P).

e The Commission, in partnership with the U.S. Department of Commerce, will
promote private sector business education initiatives designed to encourage new on-
line entrepreneurs engaged in commerce on the Web to adopt fair information prac-
tices.

¢ Finally, the Commission believes it is important to continue to monitor the
progress of self-regulation, to determine whether the self-regulatory programs dis-
cussed in the 1999 Report fulfill their promise. To that end, the Commission will
conduct an online survey to reassess progress in Web sites’ implementation of fair
information practices, and will report its findings to Congress.

The Commission is committed to the goal of full implementation of effective pro-
tections for online privacy in a manner that promotes a flourishing online market-
place, and looks forward to working with the Subcommittee as it considers the Com-
mission’s 1999 Report.

ENDNOTES

1. The Commission vote to issue this testimony was 3-1, with Commissioner An-
thony concurring in part and dissenting in part Commissioner Anthony’s statement
is attached to the testimony. My oral testimony and responses to questions you may
have reflect my own views and are not necessarily the views of the Commission or
any Commissioner.

2. 15 U.S.C. §45(a).

3. The Commission does not have criminal law enforcement authority. Further,
certain entities, such as banks, savings and loan associations, and common carriers,
as well as the business of insurance are wholly or partially exempt from Commis-
sion jurisdiction. See Section 5(a)(2) of the FTC Act, 15 U.S.C. §45(a)2), and the
McCarran-Ferguson Act, 15 U.S.C. §1012(b).

4. 15 U.S.C. §46(a). However, the Commission’s authority to conduct studies and
prepare reports relating to the business of insurance is limited. According to 15
U.S.C. §46(a): “The Commission may exercise such authority only upon receiving a
request which is agreed to by a majority of the members of the Committee on Com-
merce, Science, and Transportation of the Senate or the Committee on Energy and
Commerce of the House of Representatives. The authority to conduct any such study
sha(lll expire at the end of the Congress during which the request for such study was
made.”

The Commission also has responsibility under approximately forty additional stat-
utes governing specific industries and practices. These include, for example, the
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Truth in Lending Act, 15 U.S.C. §§ 1601 et. seq., which mandates disclosures of cred-
it terms, and the Fair Credit Billing Act, 15 U.S.C. §§ 1666 et. seq., which provides
for the correction of billing errors on credit accounts. The Commission also enforces
over 30 rules governing specific industries and practices, eg, the Used Car Rule, 16
C.F.R. Part 455, which requires used car dealers to disclose warranty terms via a
window sticker; the Franchise Rule, 16 C.F.R. Part 436, which requires the provi-
sion of information to prospective franchisees; and the Telemarketing Sales Rule, 16
C.F.R. Part 310, which defines and prohibits deceptive telemarketing practices and
other abusive telemarketing practices.

5. The Commission held its first public workshop on online privacy in April 1995.
In a series of hearings held in October and November 1995, the Commission exam-
ined the implications of globalization and technological innovation for competition
issues and consumer protection issues, including privacy concerns. At a public work-
shop held in June 1996, the Commission examined Web site practices in the collec-
tion, use, and transfer of consumers’ personal information; self-regulatory efforts
and technological developments to enhance consumer privacy; consumer and busi-
ness education efforts; the role of government in protecting online information pri-
vacy; and special issues raised by the online collection and use of information from
and about children. The Commission held a second workshop in June 1997 to ex-
plore issues raised by individual reference services, as well as issues relating to un-
solicited commercial e-mail, online privacy generally, and children’s online privacy.

These efforts have served as a foundation for dialogue among members of the in-
formation industry and online business community, government representatives,
privacy and consumer advocates, and experts in interactive technology. Further, the
Commission and its staff have issued reports describing various privacy concerns in
the electronic marketplace. See, e.g., Individual Reference Services: A Federal Trade
Commission Report to Congress (December 1997); FTC Staff Report: Public Work-
shop on Consumer Privacy on the Global Information Infrastructure (December
1996); FTC Staff Report: Anticipating the 21st Century: Consumer Protection Policy
in the New High-Tech, Global Marketplace (May 1996).

The Commission has also brought enforcement actions under Section 5 of the Fed-
eral Trade Commission Act to address deceptive online information practices. In
1998 the Commission announced its first Internet privacy case, in which GeoCities,
operator of one of the most popular sites on the World Wide Web, agreed to settle
Commission charges that it had misrepresented the purposes for which it was col-
lecting personal identifying information from children and adults through its online
membership application form and registration forms for children’s activities on the
GeoCities site. The settlement, which was made final in February 1999, prohibits
GeoCities from misrepresenting the purposes for which it collects personal identi-
fying information from or about consumers, including children. It also requires
GeoCities to post a prominent privacy notice on its site, to establish a system to ob-
tain parental consent before collecting personal information from children, and to
offer individuals from whom it had previously collected personal information an op-
portunity to have that information deleted. GeoCities, Docket No C-3849 (Feb 12,
1999) (Final Decision and Order available at http:/www.ftc.gov/0s/1999/9902/
9823015d&o0.htm)

In its second Internet privacy case, the Commission recently announced for public
comment a settlement with Liberty Financial Companies, Inc., operator of the
Young Investor Web site. The Commission alleged, among other things, that the site
falsely represented that personal information collected from children, including in-
formation about